DIGIPASS®

for Windows

Replace Static Passwords with Strong User
Authentication and e-Signature in a Software-
Based Security Platform.

Digipass for Windows is a software-based security platform that protects

access to corporate networks, e-business and e-commerce applications by

eliminating the weakest link in any security structure: the use of static

passwords.

Digipass®
for Windows

Unlike static passwords that are casily stolen,
guessed or reused, Digipass for Windows creates
single-use passwords that are time and/or event
configurable. This makes your network safe from
the inside-out. Internal employees are protected
on their desktop machines. Remote users, on
their laptops. Finally, you have strong user
authentication and e-signature security with the

flexibility of a software-based security platform.

Easy to Use

Digipass for Windows sits in the taskbar waiting to

be activated with one click of the mouse. Once

opened, the user is presented with a graphical
interface, allowing easy interaction. The keypad is
used to make entries, or a virtual one appears if

the mouse is used.

Easy to Integrate

Digipass for Windows is installed on the PC in a
straightforward, menu-assisted process. Two types

of activation are supported:

o Offline
For this, you get a small file along with an
activation code.

e Online/interactive deployment
This allows initialization via e-mail or
telephone.
With these two Digipass for Windows
deployment options, you achieve rapid and
simple integrations for your entire

organization.
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DIGIPASS® for Windows

Achieve High Scalability, Password Management
’ nstant To ke n e User-chosen and changeable password

e e _Je . * The system operator defines usage and
Initialization and Low ength of the password
COSt Of OwnerSh ip. * Server based lock mechanism after a number

. of invalid password entries
Should you desire to expand your use of tokens, our P

leading Digipass product line offers a broad portfolio

of security products that are highly configurable to C rypto grap h i c F unct i ons
your precise needs. In addition, all VASCO products

are designed to rapidly and seamlessly integrate with o Conforms to the Data Encryption Standard
your existing security infrastructure. (DES or Triple DES)

e Conforms to the Advanced Encryption Standard (AES)
Supported P’atforms o The challenge input is up to 16 digits long
« Microsoft Windows 98 / NT / e Responses are shown in decimal or hexadecimal

2000 Professional / ME / XP format

o Different functions can be assigned to each

Key Featu res application:
e Time-independent response with external

* Remote user authentication with one-time challenge (X9.9)

password or challenge /response o Time-based response with external challenge

* esignature (message authentication code) o Event-based response with external challenge

® e-signature/response can be automatically o Time-based one-time password generation

copied into the clipboard o Event-based one-time password generation

*  Quick access to Digipass for Windows by clicking « Time- and event-based one-time password

the icon on the taskbar generation
e Supports the use of Smart Cards to securely store « A single check digit (according to ISO 7064-6)
the secret keys can be applied on the challenge and/or response
e Custom skins, color schemes and logos
* OEM opportunities for applications requiring
strong authentication and signatures
e Compatible with all Digipass® family members
and server tools

*  Multiple profile support

For regional offices or to learn more about us, visit our web site at www.vasco.com
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